The Web Privacy Problem is a
Transparency Problem

How OpenWPM and the Transparency Census will bring
transparency to the web.

Steven Englehardt

@s_englehardt
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Web tracking lacks
transparency



Web tracking lacks
transparency

...but we are changing that



Web tracking lacks
transparency

...but we are changing that

(and I'll show you how we already have)



Transparency encourages best practices
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Transparency encourages best practices
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Canvas Fingerprinting was a known
technique for 2 years.

|

In just 2 months following our
measurement work the largest users of
canvas fingerprinting stopped.

|

Why?



Our measurement work removed information asymmetry
between trackers and the rest of the web.



Our measurement work removed information asymmetry
between trackers and the rest of the web.

P UBLICA Journalism in the Public Interest

Home  Our Investigations Data MuckReads GetInvolved About Us Search ProPublica

Dragnets

Tracking Censorship and Surveillance

Meet the Online Tracking Device That is
Virtually Impossible to Block

A new kind of tracking tool, canvas fingerprinting, is being used to follow visitors to thousands of top websites, from
WhiteHouse.gov to YouPorn.

by Julia Angwin
ProPublica, July 21, 2014, 8 a.m.

This is part of an ongoing

Nunmrmnéc



Our measurement work removed information asymmetry
between trackers and the rest of the web.
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Tracking Censorship and

Meet thl Technology
Virtuall Browser 'fingerprints' help track users

A new kind of trackir
WhiteHouse.govtoY @ 22July 2014 Technology

by Julia Angwin
ProPublica, July 21, 2014, ¢




Our measurement work removed information asymmetry
between trackers and the rest of the web.

Xavier Ashe he - 24 Jul 2014
Remove AddThis from your website right now - > Clear Your Cookies? You
Can't Escape Canvas Fingerprinting bit.ly/1pKLIhl

Engeiprnting soripls
B e A R O T Rkt Famed o
[ress

Seeldeeesiasis Glear Your Cookies? You Can't Escape Canvas Fing...

- The web really never forgets, canvas fingerprinting code
- dllows websites you track you regardless of your privacy
- settings or if you clear cookies/cache.



Our measurement work removed information asymmetry
between trackers and the rest of the web.

. Xavier Ashe X

k James King o '
Canvas ftngerprmtl ng |s a technciogmal way of stalking

allows websites you track you regardless of your privacy
. settings or if you clear cookies/cache.



Our measurement work removed information asymmetry
between trackers and the rest of the web.

Xaviar Ashe @¥avierfAshe - 24 Jul 2014
F James King @JamesKingMe - 24 Jul 2014
-

tom 24 Jul 2014
P'e:*x'-’- oh look, t-online.de uses canvas fingerprinting and violates my privacy. the
company behind de-mail... source: securehomes.esat.kuleuven.be/~gacar
/persist... #wif



Our measurement work removed information asymmetry
between trackers and the rest of the web.

Xaviar Ashe @¥avierfAshe - 24 Jul 2014
F James King @JamesKingMe - 24 Jul 2014
F‘ tom Etomguas - 24 Jul 2014

Jstheater @jstheater - 22 Jul 2014
Hadn't heard of this. Yikes: #FroPublica: advertiser's new solution to cookie
blocking, #canvasfingerprinting: propublica.org/article/meet-t...



Our measurement work removed information asymmetry
between trackers and the rest of the web.
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Xaviar Ashe @¥avierAshe - 24 Jul 2014
F James King ©JamesKingMe - 2
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- Alex Sherer 5 - 22 Jul 2014
| feel gross, because | used @addthis to share this article. But, everyone should
know about #canvasfingerprinting news.genius.com/Gizmodo-what-y...
f Tor Works: 2
= Gizmodo - What You Need to Know About the Snea...
- K. @ & \ynatdo the White House and YouPorn have in
- a, common? Their websites both use canvas fingerprinting,

_ a newer form of online tracking designed to make it har...
| e

itige
i



Our measurement work removed information asymmetry
between trackers and the rest of the web.

[n «« mozilla support -

F HOME > SUPPORT FORUM > FIREFOX > WHY IS FIREFOX ALLOWING "CANVAS ...
1

F Support Forum

This thread was archived. Please ask a new question if you need help. fone should

t-y...

Why is FireFox allowing "Canvas Fingerprinting" to track he Snea...

me? ;
’ erprinting,
2REPLIES 14HAVETHIS PROBLEM  1010VIEWS  LAST REPLY BY JSCHER2000 1 YEAR AGO ake it har...
. Since "Canvas Fingerprinting" seems to be the new way of tracking one. How

does one TURN IT OFF! ---



Information asymmetry not just between trackers
and users.

Dragnets

Tracking Censorship and Surveillance

Meet the Online Tracking Device That is
Virtually Impossible to Block

A new kind of tracking tool, canvas fingerprinting, is being used to follow visitors to thousands of top websites, from
WhiteHouse.gov to YouPorn.

by julia Angwin
ProPublica, July 21, 2014, 8 a.m.

Update: After this article was published, YouPorn contacted us to say it had removed
AddThis technology from its website, saying that the website was "completely unaware
that AddThis contained a tracking software that had the potential to jeopardize the

An Unbelievable Story ¢

Devils, Deals and the D

s W z Whiy Small Debts Matt
privacy of our users." A spokeswoman for"TRE GermaT digar mareerer Ligatus also A e il
said that is no longer running its test of canvas fingerprinting, and T Os O DTS Out of Options, Califorr
TOUST I I Le Jutre. Troubled Children Out ¢

‘All o! This Because Soi
This story was co-published with Mashable. Work

Small-Scale Violations ¢
A naw avtramaly narcictent tma nf Anlina traskine ic chadnwine wicitare tn thancande nf Cause the Most Harm

“YouPorn contacted us to say...’[the website was] completely unaware that
AddThis contained a tracking software...””



Transparency is effective at returning
control to users and publishers



Automated, large-scale measurements can
provide this transparency



We're doing three things to help:
1. Developing OpenWPM

2. Running monthly, 1 million site measurements

3. Building an analysis layer on top of the data



OpenWPM




OpenWPM
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OpenWPM supports browsing with
persistent state

e Browser can keep profile through crashes and freezes
o Cookie setting over a session
o Cookie synchronization (id sharing)
o Zombie Cookies



OpenWPM uses a real browser

e Extensions

o AdBlock Plus, Ghostery, ...
e Privacy Features

o Block third-party cookies, FF tracking protection, ...
e Support for new web technologies

o WebRTC, Audio, Video, WebGL



OpenWPM is already used by at least 7 research
groups

e At Princeton
o 4 published studies and several ongoing

e Ongoing Research
o  Columbia University

e In published studies:

o The Web Privacy Census (UC Berkeley / Berkeley Law)
o Variations in Tracking in Relation to Geographic Location (CMU / RAND)
o Forthcoming WWW’16 study by Nick Nikiforakis (Stony Brook)

e By journalists
e By regulators



The Web Transparency Census

Monthly
1 Million Site Crawl



The Web Transparency Census

Collecting:

Monthly
1 Million Site Crawl

Javascript Calls

All javascript files

HTTP Requests and Responses
Storage (cookies, Flash, etc)



Supporting a variety of measurements
N

1. Effectiveness of Privacy Tools
e Ghostery
e AdBlock Plus
e HTTPS Everywhere




Supporting a variety of measurements

1. Effectiveness of Privacy Tools
e Ghostery
e AdBlock Plus
e HTTPS Everywhere
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e HTTPS Everywhere
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e Canvas Fingerprinting
e Property Enumeration
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Supporting a variety of measurements

1. Effectiveness of Privacy Tools
e Ghostery
e AdBlock Plus
e HTTPS Everywhere

\

\

3. Use of javascript for tracking
e Canvas Fingerprinting
e Property Enumeration
e WebRTC Local IP Sniffing

/

(2. Effectiveness Browser N
Protections
e DNT
e Third-party cookie Blocking
\_® Firefox Tracking Protection .
4 N
4. Tracking Practices
e Cookie Syncing
e Cookie Respawning
e Setting ID cookies
/




Case Study 1: Canvas Fingerprinting



2012: Canvas Fingerprinting Introduced

Windows:

How quickly daft jumping zebras vex. (Also, pur

How quickly daft jumping zebras vex. (Also, pur

‘How quickly daft jumping zebras vex. (Also, pud
‘How quickly daft jumping zebras vex. (Also, puq

‘How quickly daft jumping zebras vex. (Also, pu‘
08 X:
How quickly daft jumping zebras vex. (Also, pu

How quickly daft jumping zebras vex. (Also, pu

How quickly daft jumping zebras vex. (Also, pu

How quickly daft jumping zebras vex. (Also, pu

Linux:

How quickly daft jumping zebras vex. (Also, pu

How quickly daft jumping zebras vex. (Also, pun

How quickly daft jumping zebras vex. (Also, p

Figure 6: 13 ways to render 20px Arial



2012: Canvas Fingerprinting Introduced

Windows:

How quickly daft jumping zebras vex. (Also, pur

Original Image:
How quickly daft jumping zebras vex.
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‘How quickly daft jumping zebras vex. (Also, puq ‘HWW quddym —— GEESVED) (ﬂ

‘How quickly daft jumping zebras vex. (Also, pu‘ How g damt furmzin zu[hm Vex.
L quicicy daft ju ping (

How quickly daft jumping zebras vex. (Also, pu g :

How quickly daft jumping zebras vex. (Also, pu TR {P Vism‘ 7):

How quickly daft jumping zebras vex. (Also, pu SW D. CLY 0E .0 TG /00ES Vo

How quickly daft jumping zebras vex. (Also, pu "]UW quﬂck]y Uﬂﬁ Iumpﬂmn] Z8res vax, ﬂ
Linux:

How quickly daft jumping zebras vex. (Also, pu ‘[ owt quﬂck]y dm&_]‘,?mpaﬂn@ Zsioras vax. ﬂ

¢ IILOOWSE &
How quickly daft jumping zebras vex. (Also, pun ] ; —— 7 |

How quickly daft jumping zebras vex. (Also, p

Figure T: Difference maps for a group on text_arial
Figure 6: 13 ways to render 20px Arial



2014: Canvas Fingerprinting Measured
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PRINCETON UNIVERSITY

The Web Never Forgets:
Persistent Tracking Mechanisms in the Wild

Gunes Acar', Christian Eubank?, Steven Englehardt?, Marc Juarez'
Arvind Narayananz, Claudia Diaz*

‘KU Leuwven, ESAT/COSIC and iMinds, Leuven, Belgium
{name.surname}@esat.kuleuven.be

*Princeton University
{cge,ste,arvindn}@cs.princeton.edu

ABSTRACT 1. INTRODUCTION
We present the first large-scale studies of three advanced web
tracking mechanisms — canvas fingerprinting, evercookies A 1999 New York Times article called cookies compre-

and use of “cookie syncing” in conjunction with evercookies. hensive privacy invaders and described them as “surveillance
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Case Study 2: WebRTC Local IP Sniffing



1. | saw a tweet that nytimes.com is IP sniffing

Mike O'Neill £¥ +2 Follow
_ - incloud

WebRTC being used now by embedded 3rd

party on nytimes.com to report visitors'
local IP addresses.
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2. | added code to JS Instrumentation for next crawl

// Access to webRTC

instrumentObject (window.mozRTCPeerConnection.prototype
"mozRTCPeerConnection",
prototype=true) ;



3. | wrote some analysis code

e Grab all urls that execute
o mozRTCPeerConnection.onicecandidate
o mozRTCPeerConnection.createDataChannel
o mozRTCPeerConnection.createOffer

e Check JS Files to confirm



. | found several third-parties sniffing local IP

121 first-party sites (October 2015)
o 29 in the top 10k

24 unique scripts

Only 1 of which is blocked by
EasyList/EasyPrivacy
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Where to go from here:

1. Inform the public

2. Provide data for privacy tools

3. Make data more accessible to less technical
investigators



We’d like to collaborate with you

1. Submit pull requests for Open\WPM

2. Use OpenWPM to run measurements and
release the data

3. Download our data and build analysis on top
of it

a. (Coming soon!)



Help us make the web more transparent!

e Contribute:

o github.com/citp/OpenWPM
e Collaborate:

o webtap.princeton.edu

Email: ste@cs.princeton.edu Twitter: @s_englehardt



