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The Web Never Forgets: Persistent Tracking Mechanisms in the Wild (CCS 2014): Acar et al.

Litigation is an effective deterrent 



Detecting and Defending Against Third-Party Tracking on the Web (NDSI 2012): Roesner et al.

Empirical construction of tracker classification
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Transparency is a necessary first step to  
return control to users and publishers



Automated, large-scale measurement 
is an essential part of the solution





A need for a common platform

● Constant re-engineering of similar measurement tools
● Methodological differences

○ PhantomJS vs Firefox vs Chrome
● High cost to reproduce or re-measure

○ Studies are only run once



https://github.com/citp/OpenWPM
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No Honor Among Thieves: A Large-Scale Analysis of Malicious Web Shells WWW 2016

Online Tracking: A 1-million-site Measurement and Analysis CCS 2016

Dial One for Scam: Analyzing and Detecting Technical Support Scams [Working Paper] 2016



Study using OpenWPM Conference Year
The Web Never Forgets: Persistent Tracking Mechanisms in the Wild CCS 2014

Cognitive disconnect:Understanding Facebook Connect login permissions OSN 2014

Cookies that give you away: The surveillance implications of web tracking WWW 2015

Upgrading HTTPS in midair: HSTS and key pinning in practice NDSS 2015

Web Privacy Census Tech Science 2015

Variations in Tracking in Relation to Geographic Location W2SP 2015

No Honor Among Thieves: A Large-Scale Analysis of Malicious Web Shells WWW 2016

Online Tracking: A 1-million-site Measurement and Analysis CCS 2016

Dial One for Scam: Analyzing and Detecting Technical Support Scams [Working Paper] 2016



Measuring Stateful Tracking



Measuring Stateful Tracking



Measuring Stateful Tracking

Cookie Syncing Cookie Respawning



Measuring (Active) Stateless Tracking

● Custom Firefox Extension

● Log method calls and property access
○ Overwrite getters and setters
○ Resistant to tampering

● Easily ported to Chrome extension or used with 
Tor Browser



Transparency through Measurement

● The Web Never Forgets: Persistent Tracking Mechanisms in the Wild (CCS 2014)

Gunes Acar, Christian Eubank, Steven Englehardt, Marc Juarez, Arvind Narayanan, Claudia Diaz

● Cookies That Give You Away: The Surveillance Implications of Web Tracking (WWW 2015)

Steven Englehardt, Dillon Reisman, Christian Eubank, Peter Zimmerman, Jonathan Mayer, Arvind 
Narayanan, Edward Felten

● Online Tracking: A 1-million-site Measurement and Analysis (CCS 2016 -- to appear)

Steven Englehardt and Arvind Narayanan



Without legal precedence, effects of press 
coverage of canvas fingerprinting were 
temporary

Online Tracking: A 1-million-site Measurement and Analysis (CCS 2016)



Canvas Fingerprinting

Source: Mowery and Shacham; Pixel Perfect: Fingerprinting Canvas in HTML5
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Source: Mowery and Shacham; Pixel Perfect: Fingerprinting Canvas in HTML5



Detection Methodology:

1. Canvas height and width >= 16px

2. Text >= 2 colors OR >= 10 characters

3. Should not call save, restore, or 

addEventListener . (Used with 

interactive or animated content)

4. Calls toDataURL  or getImageData .



Canvas fingerprinting returns

May 2014: 5% of sites

Aug 2014: ~0.1% of sites

Jan 2016: 2.6% of sites



May 2014: 5% of sites

Aug 2014: ~0.1% of sites

Jan 2016: 2.6% of sites

→ Shift towards fraud detection

Canvas fingerprinting returns



Canvas: Providing multiple ways to fingerprint since HTML5

Image source: http://www.lalit.org/lab/javascript-css-font-detect/

1. Create a canvas and set the font 
property

2. Print some text to canvas
3. Use context.measureText() to 

determine width and height
4. If those don’t match a fallback font, 

the user has the font installed

Font Fingerprinting Method:
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Canvas: Providing multiple ways to fingerprint since HTML5



Image source: http://www.lalit.org/lab/javascript-css-font-detect/

1. Canvas created and text written
2. >= 50 distinct, valid fonts set
3. >= 50 calls to measureText()

Detection Methodology:

Canvas: Providing multiple ways to fingerprint since HTML5



Image source: http://www.lalit.org/lab/javascript-css-font-detect/

● 3,250 of the top 1 million sites

● Almost all Media Math (90%)

● Skew towards top sites (2.5% of top 1k)

Canvas: Providing multiple ways to fingerprint since HTML5



The Diversity of Fingerprinting

Online Tracking: A 1-million-site Measurement and Analysis (CCS 2016)



Abusing WebRTC candidate generation for tracking

Source: http://www.html5rocks.com/en/tutorials/webrtc/basics/



Abusing WebRTC candidate generation for tracking

1. Select all scripts calling createDataChannel and createOffer, 
which also access the onicecandidate event handler

2. Manually examine the script to determine if it’s a tracker

Detection Methodology:



Abusing WebRTC candidate generation for tracking

1. Select all scripts calling createDataChannel and createOffer, 
which also access the onicecandidate event handler

2. Manually examine the script to determine if it’s a tracker

Detection Methodology:

~90% of uses were tracking. 57 scripts on 625 sites.



Using AudioContext for fingerprinting

Used by: 
cdn-net.com script



Using AudioContext for fingerprinting

Used by: 
cdn-net.com script

Used by: 
pxi.pub and 
ad-score.com scripts



Using AudioContext for fingerprinting

Live test page: https://audiofingerprint.openwpm.com/



Third parties (and trackers) may impede
HTTPS adoption

Online Tracking: A 1-million-site Measurement and Analysis (CCS 2016)



Sites may avoid adopting HTTPS if they include HTTP 3rd parties



Half of all third parties are HTTP only
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Half of all third parties are HTTP only
...when weighted by popularity

5%

~25% of HTTP sites contain at least one HTTP-only 
resource



~55% of mixed content warnings caused 
only by third parties

~10% caused only by trackers

HTTP-Only third parties Impede HTTPS Adoption



What does it take to start fresh on 
the web?

The Web Never Forgets: Persistent Tracking Mechanisms in the Wild (CCS 2014)



Cookie Syncing

GET: A.com

Cookie: {uid=12345}

302 Redirect: B.com?pid=A.com&uid=12345

GET: B.com?pid=A.com&uid=12345

Cookie: {uid= XYZ}

A.com

B.com
user XYZ is 

known as 12345 
on A.com

Browser
(1)

(2)

(3)
(4)

C.com



Network effects amplify bad actors



Network effects amplify bad actors

→ Only need 1 party to respawn cookies or fingerprint

→ If ID synced with large exchange, identity reintroduced

Real example:
   

→ Respawning by third-party found on 1 site
→ Sync with ad exchange found on 11% of sites



How well does tracking help network 
adversaries?

Cookies That Give You Away: The Surveillance Implications of Web Tracking (WWW 2015)



Transitive linking of cookies
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Transitive linking of cookies



Measurement under different legal models



Average percentage of first-party 
sites linked

Average number of 
identity leakers

4
6

10



Do Privacy Tools Help?

Online Tracking: A 1-million-site Measurement and Analysis (CCS 2016)



Blocking stateful tracking
● Third-party cookie blocking

○ Only a handful of sites work around this by redirecting the top-level domain
○ Average number of third-parties per site reduced from ~18 to ~13

● Ghostery
○ Average number of third-parties per site reduced from ~18 to ~3
○ Very few third-party cookies are set
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Technique

EasyList + EasyPrivacy

Percentage of Scripts Percentage of Sites

Canvas

Canvas Font

WebRTC

AudioContext

25%

10%

5%

6%

88%

91%

6%

2%

Blocking Fingerprinting



Crowdsourced lists are insufficient

→ Lists miss less popular trackers

→ Lists fail to block new techniques

→ Relatively high false positive (anecdotal breakage)



Next Steps



The Princeton Web Census

Monthly
1 Million Site Crawl



The Princeton Web Census

Monthly
1 Million Site Crawl

● Javascript Calls
● All javascript files
● HTTP Requests and Responses
● Storage (cookies, Flash, etc)

Collecting:



Detection Heuristics as Ground truth

- Largely a manual effort
- Benefit from overall low API usage
+ Fingerprinting techniques clustered
+ Fingerprint scripts tend to be standalone



Machine Learning for Tracker Detection

Master’s Thesis: Using Machine Learning for Online Tracking Protection and Ad Blocking by Shivam Agarwal



Data Access



Contribute:
github.com/citp/OpenWPM

Collaborate:
webtap.princeton.edu

Image Assets from the Noun Project:
Database by Creative Stall; programmer by Hadi Davodpour

Email: ste@cs.princeton.edu Twitter: @s_englehardt


