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Visiting 2 websites results in 84 third parties contacted




Open Web Privacy Measurement (OpenWPM
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¢> Code Issues 45 Pull requests 0 Projects 0 Wiki Pulse Graphs Settings

A web privacy measurement framework https:/webtap.princeton.edu/ — Edit

D 480 commits s 4 branches = 12 releases 12 13 contributors
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https://github.com/citp/OpenWPM



The Princeton Web Census

Collecting:

Monthly
1 Million Site Crawl

Javascript Calls

All javascript files

HTTP Requests and Responses
Storage (cookies, Flash, etc)



Insights from the Princeton Web Census
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Rank of third-party

New metric to rank third parties

(- £, | https://people.mozilla.org/~tvyas/mixeddisplay.html

people.mozilla.org
Connection is Not Secure 5

Parts of this page are not secure
(such as images).

Trackers impede HTTPS adoption
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Consolidation of third-parties

GET: A.com

Browser (1) >
Cookie: {user_id=12345}
Accom| (2)
302 Redirect:
B.com?partner_id=A.com&sync_id=12345

O] GET: B.com
B.com?partner_id=A.com&sync_id=12345 user XYZis (4)

known as 12345
on A.com

Cookie: {user_id= XYZ}

45 out of top 50 3rd parties cookie sync

Online Tracking: A 1-million-site Measurement and Analysis (CCS 2016)




Impact of OpenWPM and
the Princeton Web Census



Open-sourcing early can help spur adoption

Study using OpenWPM Conference Year
The Web Never Forgets: Persistent Tracking Mechanisms in the Wild CCS 2014
Cognitive disconnect:Understanding Facebook Connect login permissions OSN 2014
Cookies that give you away: The surveillance implications of web tracking WWW 2015
Upgrading HTTPS in midair: HSTS and key pinning in practice NDSS 2015
Web Privacy Census Tech Science 2015
Variations in Tracking in Relation to Geographic Location W2SP 2015
No Honor Among Thieves: A Large-Scale Analysis of Malicious Web Shells WWW 2016
Online Tracking: A 1-million-site Measurement and Analysis CCS 2016

Dial One for Scam: Analyzing and Detecting Technical Support Scams NDSS 2017
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Measurement work can influence standards
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Mitigating Browser Fingerprinting in Web W3C
Specifications i

This version:
http://w3c.github.io/fingerprinting-guidance/
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Latest published version:
https://www.w3.org/TR/fingerprinting-guidance/

Latest editor's draft:
http://w3c.github.io/fingerprinting-guidance/
Editor:
Nick Doty

Version history:
GitHub commit history

Issues list:
GitHub issues list

Copyright © 2016 W3C® (MIT, ERCIM, Keio, Beihang). W3C liability, trademark and document use rules apply.

~
T Abstract
= Exﬁosure of settings and characteristics of browsers can harm user grivacx bx aIIowing for browser fingerﬁrint-

https://w3c.github.io/fingerprinting-guidance



How can measurement influence adoption of new
tracking techniques?
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https://webtransparency.cs.princeton.edu/webcensus/



Canvas fingerprinting returns in the absence of
measurement

May 2014: 5% of sites
Aug 2014: ~0.1% of sites

Jan 2016: 2.6% of sites

Percentage of the Alexa top 100k sites



AudioContext fingerprinting the Tor Browser

271 samples from the Tor Browsers
e 7 distinct fingerprints (2 fingerprints account for 80% of samples)
e Overlap with fingerprints from Firefox shows these largely reveal OS of device

TOor _
(

Login = Preferences Help/Guide About Trac = Register

| Browse Source Roadmap Timeline Wiki Search ‘ Tags ]

« Previous Ticket = Next Ticket —

2 Opened 2 years ago
#13017 assigned task ast modified 3 weeks ago

Determine if AudioBuffers/OfflineAudioContext are a fingerprinting vector

Reported by: mikeperry Owned by: arthuredelstein
Priority: Very High
Component: Applications/Tor Browser
Severity: Critical Keywords: tbb-fingerprinting-os,
TorBrowserTeam201610
ce: arthuredelstein, isis, mcs, brade
Description

WebAudio allows you to write data to AudioBuffers and perform effects/manipulation/spectral analysis on
them, and extract their contents.

If the underlying routines are OS supported, they may be fingerprintable. =*https://developer.mozilla.org
/en-US/docs/Web_Audio_API



Browsers remove BatteryStatus API citing privacy

@ ® 313580 - Remove web content ac... % +
€ | (O @ Morzilla Foundation (US) | https://bugzilla.mozilla.org/show_bug.cgi?id @ | |C®search wB ¥ 09 b 5 =
.
Bugzilla@Mozilla New Account | Log In | Forgot Password mozilla
Home New Browse Search m [help] Reports  Product Dashboard

| Persona is no longer an option for authentication on BMO. For more details see Persona Deprecated. |

Bug 1313580 - Remove web content access to Battery API Last Comment
Status: VERIFIED FIXED Reported: 2016-10-27 23:28 PDT by Chris Peterson
Whiteboard: [:cpeterson]
Keywords: addon-compat, dev-doc-needed, privacy, Modified: 2016-11-02 09:53 PDT (History)
site-compat CCList: 7 users (show)

Product: Core (show info)

. Flags: anvm: in-testsuite-
Component: DOM: Device Interfaces (show other bugs) g ryanvm:l u

(show info) See Also:
Version: unspecified
Platform: Unspecified Unspecified Crash Signature: (edit)
QA Whiteboard:
Importance: -- normal (vote) .
¢ k Iteration: ---
Target Milestone: mozilla52 )
Points: ---

Assigned To: Chris Peterson [:cpeterson]




Browsers remove BatteryStatus API citing privacy
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Bug 1313580 -

Status:
Whiteboard:
Keywords:

Product:
Component:

Version:
Platform:

Importance:
Target Milestone:
Assigned To:

Remove web content acces

VERIFIED FIXED
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site-compat

Core (show info)
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Unspecified Unspecified

-- normal (vote)
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@ | |C®search wBa $ 09 & g = t
0@ ) Bug 164213 - Remove Battery Stat.. x [MES
€ > @ﬂ https://bugs.webkit.org/show_bug.cgi?id=164213 c Q‘:}Search ﬁ E ‘ _I @ ‘? e =

WebKit Bugzilla

Bug 164213: Remove Battery Status API from the tree

tHome | New | Browse | Search | Search  [?] | Reports | Requests | Help | New Account | Log In | Forgot Password

|« First Last »| « Prev Next »  This bug is not in your last search results.

Bug 164213 - Remove Battery Status API from the tree

Status: RESOLVED FIXED Reported: 2016-10-30 20:26 PDT by Brady Eidson
Modified: 2016-11-02 14:32 PDT (History)

CC List: 8 users (show)

Product: WebKit
Component: WebKit Misc.
Version: WebKit Nightly Build
Platform: Unspecified Unspecified

See Also: 129046

Importance: P2 Normal
Assigned To: Alex Christensen

URL:
Keywords:

Depends on:

Blocks:
Show dependency tree / graph




Blocking tools miss less popular trackers &
fingerprinters
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Ghostery AdBlock Third-party
Plus cookie blocking

Q

https://webtransparency.cs.princeton.edu/webcensus/



Future directions of the Web Census

O

Complete instrumentation of JS

L

Detection of trackers with ML

Blocking tools for users




Our data is available!

Data

The data is available as bzipped PostgreSQL dumps. The schema file used in all of the datasets is available here.

Dataset Comments

1 Million Site Stateless Parallel Stateless Crawl

100k Site Stateful Parallel Stateful Crawl -- 10,000 site seed profile

10k Site ID Detection (1) Sequential Stateful Crawl -- Flash enabled -- Synced with ID Detection (2)

10k Site ID Detection (2) Sequential Stateful Crawl -- Flash enabled -- Synced with ID Detection (1)

55k Site Stateless with cookie blocking Parallel Stateless Crawl -- Firefox set to block all third-party cookies

55k Site Stateless with Ghostery Parallel Stateless Crawl -- Ghostery extension installed and set to block all possible trackers
55k Site Stateless with HTTPS Everywhere Parallel Stateless Crawl -- HTTPS Everywhere installed

https://webtransparency.cs.princeton.edu/webcensus/index.html#data



Making data exploration easier

Problem: Querying our data — and making sense
of the output — comes with a steep learning curve

query = "SELECT DISTINCT res.url, vl.name, vl.value FROM " \
"http responses view as res " \
"LEFT JOIN http response cookies view as v1 " \
"ON vl.response id = res.id " \
"WHERE res.top url = %s AND vl.name != ''" \
T anlon M 5
"SELECT DISTINCT req.url, v2.name, v2.value FROM " \
"http requests view as req " \
"LEFT JOIN http request cookies view as v2 " \
"ON v2.request id = reqg.id " \
"WHERE req.top url = %s AND v2.name != ''"



Making data exploration easier

Problem: Querying our data — and making sense
of the output — comes with a steep learning curve

"WHERE res.top ur
T anlon M 5

"SELECT DISTINCT name, v2.value FROM " \

quest_id = req.id " \
req.top url = %s AND v2.name !=

Solution: We are making our data analysis
libraries available via Jupyter Notebook!



Census.py

WEe'll give you access to our Notebook server, complete with tools that will
provide an abstraction layer over our web census data.
Example API:

O

O

©)

get third party responses by domain (domain)
get cooklie syncs on domain (domain)

1s tracker (url, first party=False, 1s js=True,
1s img=False)

get trackers (domain)

Get access: https://groups.google.com/forum/#!forum/web-census-explorers



Example: Getting third party requests by domain

In [14]: results = census.get third party responses_by domain(con, 'http://nytimes.com')
third party trackers = {results[x]['url ps'] for x in results if results[x]['is_ tracker']}
print "Number of third party trackers on domain: " + str(len(third party trackers))
for url in results:
print url
print '\tIs a script? ' + str(results[url]['is js'])

print '\tIs a tracker? ' + str(results[url]['is tracker'])
print '\tPS+1l: ' + results[url]['url ps']

Get access: https://groups.google.com/forum/#!forum/web-census-explorers



Example: Getting third party requests by domain

In [14]:

results = census.get_third party responses_by domain(con, 'http://nytimes.com')
third_party trackers = {results[x]['url ps'] for x in results if results[x]['is_tracker']}
print "Number of third party trackers on domain: " + str(len(third party trackers))

for url in results:
print url
print '\tIs a script? + str(resultsfurl]['is js'])
print '\tIs a tracker? ' + str(results[url]['is tracker'])
print '\tPS+1l: ' + results[url]['url ps']

v

Number of third party trackers on domain: 27
https://static0l.nyt.com/images/2016/08/18/business/19WHEELS-ss-slide-0LQP/19WHEELS-ss-slide-0LQP-thumbStandard. jpg

Is a script? False

Is a tracker? False

PS+1: nyt.com
https://static0l.nyt.com/images/2016/08/03/insider/03insider-savage01/03insider-savage0l-thumbStandard-v2.jpg

Is a script? False

Is a tracker? False

PS+1: nyt.com
https://tpc.googlesyndication.com/simgad/15453271384116304559

Is a script? False

Is a tracker? True

PS+1: googlesyndication.com
http://googleads.g.doubleclick.net/pagead/gen_204?id=wfocus&ggid=&gqid=CMgEOKm81c4CFVVcDA0dOMoOTQ&fg=1

Is a script? False

Is a tracker? True

Get access: https://groups.google.com/forum/#!forum/web-census-explorers



Thanks for listening!

Full Paper:
senglehardt.com/papers/ccs16_online_tracking.pdf

Princeton Web Census Data and Analysis:
webtransparency.cs.princeton.edu/webcensus/

Collaborate:
webtap.princeton.edu/research/

Email: ste@cs.princeton.edu  Twitter: @s_englehardt Web: senglehardt.com
dreisman@princeton.edu



