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https://github.com/citp/OpenWPM

Open Web Privacy Measurement (OpenWPM)
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The Princeton Web Census

Monthly
1 Million Site Crawl

● Javascript Calls
● All javascript files
● HTTP Requests and Responses
● Storage (cookies, Flash, etc)

Collecting:
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Tackling open questions with OpenWPM

1. Measure new fingerprinting techniques
2. Examine tracking of logged in users
3. Study personalized advertisements
4. Examine the tracking practices of browser 

extensions
5. Measure price discrimination based on browsing 

history



1. Analyze our monthly 1-million-site 
measurement data

2. Use OpenWPM to run your own 
measurements

3. Add new features and instrumentation to 
OpenWPM
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Using OpenWPM and the Princeton Web Census 
in your research



Download our public postgres dumps

https://webtransparency.cs.princeton.edu/webcensus/index.html#data



Download our public postgres dumps

https://webtransparency.cs.princeton.edu/webcensus/index.html#data

Continuous data release planned for the future.

Contact us if you’re interested in accessing 
new data!



Future work to provide easy access to data



1. Analyze our monthly 1-million-site 
measurement data

2. Use OpenWPM to run your own 
measurements

3. Add new features and instrumentation to 
OpenWPM
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Using OpenWPM and the Princeton Web Census 
in your research



Study using OpenWPM Conference Year
The Web Never Forgets: Persistent Tracking Mechanisms in the Wild CCS 2014

Cognitive disconnect:Understanding Facebook Connect login permissions OSN 2014

Cookies that give you away: The surveillance implications of web tracking WWW 2015

Upgrading HTTPS in midair: HSTS and key pinning in practice NDSS 2015

Web Privacy Census Tech Science 2015

Variations in Tracking in Relation to Geographic Location W2SP 2015

No Honor Among Thieves: A Large-Scale Analysis of Malicious Web Shells WWW 2016

Online Tracking: A 1-million-site Measurement and Analysis CCS 2016

Dial One for Scam: Analyzing and Detecting Technical Support Scams NDSS 2017
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Simple Python interface to run crawls
1. Specify sites to crawl

2. Specify the number of browsers to use

3. Configure instrumentation / platform

4. Submit commands during each page visit



Adding new commands is easy

https://github.com/citp/OpenWPM/wiki/Platform-Demo#adding-a-new-command



1. Analyze our monthly 1-million-site 
measurement data

2. Use OpenWPM to run your own 
measurements

3. Add new features and instrumentation to 
OpenWPM
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Using OpenWPM and the Princeton Web Census 
in your research





Easy to measure new fingerprinting techniques

Canvas Fingerprinting WebRTC Local IP Retrieval



Insights from our own studies using OpenWPM and
Princeton Web Census data



Better understand the tracking ecosystem

https://webtransparency.cs.princeton.edu/webcensus/



Measure persistent tracking

Cookie Syncing Cookie Respawning
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Measure persistent tracking

Cookie Syncing Cookie Respawning

45 of the top 50 third parties Largely unused by US-based 3rd parties

https://webtransparency.cs.princeton.edu/webcensus/



Measure the adoption of fingerprinting techniques

Canvas WebRTC Audio Battery

https://webtransparency.cs.princeton.edu/webcensus/



Test the effectiveness of Privacy Tools

https://webtransparency.cs.princeton.edu/webcensus/

Ghostery AdBlock 
Plus

Third-party 
cookie blocking



Test the effectiveness of Privacy Tools

https://webtransparency.cs.princeton.edu/webcensus/

Ghostery AdBlock 
Plus

Third-party 
cookie blocking

Block stateful tracking well, but miss many fingerprinting scripts
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Email: ste@cs.princeton.edu Twitter: @s_englehardt Web: senglehardt.com

Full Paper:
senglehardt.com/papers/ccs16_online_tracking.pdf

Princeton Web Census Data and Analysis:
webtransparency.cs.princeton.edu/webcensus/

Collaborate:
webtap.princeton.edu/research/

Image Assets from the Noun Project:
Database by Creative Stall; Programmer by Hadi Davodpour; Puzzle Piece by Magicon; Browser Network and Browser Battery 
by Aybige, Computer by Edward Boatman, Server by Yazmin Alanis, Database by Anton Outkine, Cookie by Rashida Luqman Kheriwala, 
JS File by Michael Finlay

Thanks for listening!


