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The Princeton Web Census

Monthly
1 Million Site Crawl

● Javascript Calls
● All javascript files
● HTTP Requests and Responses
● Storage (cookies, Flash, etc)

Collecting:



https://github.com/citp/OpenWPM

Open Web Privacy Measurement (OpenWPM)



Insights from the Princeton Web Census

Online Tracking: A 1-million-site Measurement and Analysis (CCS 2016)

New metric to rank third parties Trackers impede HTTPS adoption

Consolidation of third-parties 45 out of top 50 3rd parties cookie sync



How does measurement of new tracking techniques 
influence trackers and vendors?

Canvas WebRTC Audio Battery

https://webtransparency.cs.princeton.edu/webcensus/



The Web Never Forgets: Persistent Tracking Mechanisms in the Wild (Acar, et al.)

Canvas Fingerprinting



Canvas Fingerprinting

Source: Pixel Perfect: Fingerprinting Canvas in HTML5 (Mowery and Shacham)



Canvas fingerprinting returns in the absence of 
measurement

May 2014: 5% of sites

Aug 2014: ~0.1% of sites

Jan 2016: 2.6% of sites

Percentage of the Alexa top 100k sites



Using AudioContext for fingerprinting

Used by: 
cdn-net.com script

Used by: 
pxi.pub and 
ad-score.com scripts
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Using AudioContext for fingerprinting

Live test page: https://audiofingerprint.openwpm.com/
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AudioContext fingerprinting the Tor Browser
271 samples from the Tor Browsers

● 7 distinct fingerprints (2 fingerprints account for 80% of samples)
● Overlap with fingerprints from Firefox shows these largely reveal OS of device



Firefox adds a preference to 
disable Web Audio API







Using Battery Status to Track

Battery Status:
level: 0.11
dischargeTime: 12867

The Leaking Battery, Olejnik et. al. (2015)

Battery Status:
level: 0.11
dischargeTime: 12867



Browsers remove BatteryStatus API citing privacy



Browsers remove BatteryStatus API citing privacy



Browsers remove BatteryStatus API citing privacy





Summary: 
1. Transparency helps good and bad actors

a. Vendors prioritize fixes
b. Major trackers react to public pressure
c. Less known trackers start using the technique

2. Non-technical users may be left behind
a. Privacy protection often ends up in products for technical users

i. Tor Browser
ii. Brave Browser

b. Solutions for non-technical users may take years, leaving them at a potential disadvantage



A Path Forward
1. Take continual measurements

a. Princeton Web Census data collected monthly
b. Data interface under development (ask us for an invite)

2. Provide up-to-date results
a. Make updated fingerprinting script lists available

3. Research measurement-informed privacy solutions
a. Sandboxing trackers and fingerprinters (my talk tomorrow)
b. Automated fingerprint detection


