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No boundaries series: Privacy vulnerabilities arising
from directly embedded third parties
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“No boundaries: Exfiltration of personal data by session-replay scripts” (freedom-to-tinker.com)
“No boundaries for user identities: Web trackers exploit browser login managers” (freedom-to-tinker.com)



What are session recording scripts?

e Session recording scripts create a “video” of
all of a user’s actions on a site.

e Publishers can later review the videos.




Why use session recording scripts?

Yandex Metrica

Answer questions like:

e \Who are my most valuable customers?

Q C.Iassi.c Tr.ainers ] ]
il | e \Who added items to the cart but didn’t convert?
l_n::{jl EU38.5 ~ .
g = e Where do users leave the onboarding flow?
L \ e \Where are users frustrated?
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More than just site optimization: Jornaya (LeadID) uses
recordings to “prove consent” for data collection

Jornaya | The SurestSic % | +

L @ www jornaya.com

Match Data & Audit Resuit O FaG
Enter values to see If those values match what was
actually entered during the lead event.

Adam v

Fiéud x

To see If additional fields match, enter the data values
in the fields below

g o)
WELCOME TO JOE'S LE!

In today's world, prospective surfers come from all walks of ||
take a break from the surf to find special offers specific to th|
benefits to using Joe's Lead Shack:

‘/ Flexibility! Search offers from our partners on your §

redsofnffers \'”} 'ﬁ' :I: -



The problem: recordings require a ton of data

<2| Full page source and text

HTML

\ Mouse movements & clicks

Keypresses



The problem: pages contain a ton of sensitive data

® localhost: C | @ Secure | https/app.fullstory.com,

SR . . ‘
Company  Mult-Systems Merchant Services

Occupation ~ Sales engineer

>

User 15

Physical characteristics
Height  5'9" (174 centimeters)

O

Weight  204.8 pounds (93.1 kilograms)

Clicked html body div.container div.extra d.

Employment
Blood type A+ S ——
Sl —— Clicked html body div.container div.extra

Contact Info Physical characteristics

Name Email Confirm Email = S Clicked html body div.container div.extra d

John john@example.com john@example.com| Contact Info
Phone [N — - ot et
o x
Shippin Shippin
pping sl icked
Address city State
R Changed ("john@example”)

Zip Country Mther's matgen narme o s

Personal prowsnon
payment
Mother's maiden name SSN Birthday NEXT SESSION AUTOPLAY OFF
mm/dd/yyyy

Username Password Website

Profession »
Payment

LIVE
Name on card Card Number Card Number Last Four USER 15 ACTIVE
——— s e — R —— " ]
cve Expiry

Live website Publisher Dashboard

Demo video: https://youtu.be/mh_NpUuOLS4



Scripts have automated redaction...

FullStory

Highlights
O Settings

General

42» Recording & Exclusions
Integrations & APl Keys
Team Settings
Profile

Subscription

Excluded Elements

Enter CSS selectors on separate lines, describing elements to be excluded from capture. Learn more

input[type="password"]
[autocomplete="cc-name"
[autocomplete="cc-given-name"]
[autocomplete="cc-additional-name"]
[autocomplete="cc-family-name"]
[autocomplete="cc-number"]
[autocomplete="cc-exp"]
[autocomplete="cc-exp-month"]
[autocomplete="cc-exp-year"]
[autocomplete="cc-csc"]
[autocomplete="cc-type"]




Scripts have automated redaction...

FullStory

Highlights Excluded Elements

Settings
Enter CSS selectors on separate lines, describing elements to be excluded from capture. Learn more

input[type="password"]
[autocomplete="cc-name"
[autocomplete="cc-given-name"]
[autocomplete="cc-additional-name"]
[autocomplete="cc-family-name"]
[autocomplete="cc-number"]
[autocomplete="cc-exp"]

General

€» Recording & Exclusions

Integrations & APl Keys 7 p—————

e Serings (. Redacted Field | FullStory UserReplay SessionCam Hotjar Yandex Smartlook

Name O © L O O O

Broille Email O ), O O O O

wubEeription Phone O ¢ O O O O

B Address @ )] O Ot O O

SSN O o [ ] O O O

DOB O [} O O O O

Password [: 3 [} ® ® @ [

CC Number & o* [} o O ®

CC CVC ] O O O O ®

CC Expiry ® LI L O O @




Scripts also support manual redaction

P PLAYBACk

U PAGE INSIGHTS

Click P&"'l%.':[JE-
Inspect Mode

' ‘ Easily protect your
input.credit-card user’s

1711 clicks - 14%

Exclude sensitive customer data from
TOTAL CLICKS

ever leaving your customer’s browser
by using our in-app point and click

system.
686 users - 20%

USERS CLICKED

Add to search

Exclude element




Session recording scripts are (too) easy to integrate

Smartlook.com

Instructions for webmasters that manage your site:

Insert the following code into your website between tags <head> and </head>. The moment you have a
visitor on your website, recordings will start to show within a few minutes.

<script type="text/javascript">

window.smartlook| | (function(d) {
var o=smartlook=function(){ o.api.push(arguments)}, h=d.getElementsByTagName('head") [
var c=d.createElement('script');o.api=new Array();c.async=true;c.type="'text/javascrij
c.charset="'utf-8"';c.src="https://rec.smartlook.com/recorder.js';h.appendChild(c);
}) (document) ;
smartlook('init', 'd83e650fa9d18b86892b229b95a2f5a4d84ade7b');

</script>

00:00:26

Tick tock tick tock... everf minute you lose a lot of video material!

DONE, St 'ME THE RECORDINGS

Set up Hotjar with one script in a matter of seconds.

Hotjar works out of the box on most popular platforms including:

A timer counting how long it
takes you to embed their code.




How can things go wrong?

We found session recordings containing:

Health data (Walgreens)
Student data (Gradescope)
Credit Card data (Bonobos)

Purchase data (Lenovos)

in a relatively small manual review of sites.



Recording redactions miss sensitive data

®  ® @ vour wallet | Bonobos x (=]

< C @ Secure https://bonobos.com/accoun

allet w [

[® ] GEements Console Sources Network Performance  » L.

BONOBOS £ @ ,

fullstory.com Hide data URLs
ﬂ,‘_‘ XHR JS CSS Img Media Font Doc WS Manifest Other

Group by frame Disable cache

- View: & Freserva log

Name ¥ | Headers Preview Response Cookies Ting
Add New Card Cancel pundle?Orgid=... | = 4: {When: 385423, Kind: 18, Args: [184 13
— ra fulstory.comy.,, | ® 51 {When: 385424, Kind: 15, Args: [79]
- : »6: {Kind: 4, When: 385442, Args: (1072, "value", "2017-11-14
NAME (Asitappea card) _i bundla?Ongid=... | 7, fynen: 385488, Kin 1 [69)
refulistory.com... | » g: {When: 385566, Kin : (104
John Doe bundle?Orgld=,., | *9: {When: 385567, Kind: 15, : [69]
8 s fioncony . : 4, When: 385602, Args: [1872, "value®, “2017-11-1
- 385878, Kind: 9,.}
bundie?Orgid-=... : 385045, Kind: 9,.)
CARD NUMBER _ rs fullstory.comy’ 386012, Kind: U, Args: (386148, 56, 48, -8.3125,
& : 386162, Kind: 9, Args: [386102, 48, 48, ©, 0, 297
bundle?Orgld=... 38 v 3 i 40 98y B 8,
4111111111111 VISA b sty 386195, Kind:
= . : : 386295, Kind:
bundle?Orglds... 386393, Kind: 172, 3131}
— rs.fullstory.com/ : 386394, Kind:
MONTH  YEAR  CVV bundia?Orgld-=... ANaI0
vl 1 386399, Kind:
L 386495, Kind:
10 2020 456 bundle?Omglds= 1 386496, Kind:
— re.fullstory.com/... + 387544, Kind:
o L
Set Card as Default - rs.fullstory.com/’ . 388087, Kind:
bundle?Orgld-=... + 38166, Kind:
COUNTRY L s huiistonyconv.... : 388167, Kind:
: 38328, Kind:
United States b i : 388422, Kind:
— rs.fullstory.com : 388423, Kind:
bundisTOrgl i 4, When: 388444, Args: [1048,
FIRST NAME  LAST NAME Ll - haicionyo 4, When: 38B444, Args: [1872, “value", "2817-11-1
: 388567, Kind: 14,
John Doe bundle?Orgld=., : 388678, Kind: 18,
— rs fullstory.com’. : 388671, Kind: 15,
: 389375, Kind: 14
bundle?Ongld=... o i
ADDRESS ’:‘ “Jrq"fm : 380454, Kind: 18,
L : 389455, Kind: 15,
t bundle?0mgld=_ : 389567, Kind: 14,

“ Chat with us

— rs.fullstory.com/.

: 389638, Kind: 18,
389631, Kind: 15,




Recording includes CVV field — Not PCI compliant?

®  ® O vour waliet | Bonobos x (:]
« @ Secure https://bonobos.com/a 4
[® (] CElemenis Console Sources Network Performance % HE
BONOBOS & ﬂ ® O T Vew Group by frame Pressrva log [ | Disable cache
fullstory.com Hide data URLs - . -
O weler e el S Technical Guidelines for PCI Data Storage
Hama: X | Headers Praview Response Cookies Tings e anant Storage Protection
Add New Card Cancal bundie?0rgid=... | »4: {When: 385423, Kind: 18, Args: [18 x
i i | rs fullstory.com/... | ®5¢ {When: 385424, Kind: 15, Args: [79] Permitted Required
; »6: {Kind: 4, When: 385442, Args: (1072, "value”, "2017-11-14 : 1
NAME (As it appears card} L bundle?0rgld=_.. | . 7, {hen: 385488, Kind: 14, Args: [69] Primary Account Number
rs.Nstory.ComY... | . g: {When: 385566, Kind: 18, Args: [18 PAN Yes Yes Yes
John Doe nmma’,&owd_” »9: {When: 385567, Kind: 15, Args: [69]) ( )
»10: {Kind: 4, When: 385602, Args: [1872, “value®, "2017-11-1
= »11: {When: 385878, Kind: 9,.} ' ' Cardholder Data  Cardholder Namel™ Yes Yes!' No
»12: {When: 385945, Kind: 9,.} .
CARD: NiMREE L »13; {When: 386012, Kind: 0, Args: [386148, 56, 48, -8,3125, Service Code! Yes Yes! MNo
, .| »14: {When: 386162, Kind: 9, Args: [386192, 48, 48, @, 8, 297 T z : T
4111111111111 VISA | e nstorycony. .| 153 {Mhen: 385105, Kind: 9,.) Expiration Date Yes Yes No
i "| »16: {When: 386295, Kind: 9,.} I T o T T T
bundie?Orgld=... | »17: {when: 386393, Kind: 12, Args: [72, 3131} i T e e s T N AN ki
—J rs.nuistory.com... | +18; {When: 386334, Kind: 24, Args: (10411} Sensitive ! ! !
MONTH YEAR  €VV bundls?Orgic... | * 195 DMMen: 386386, Kind: 17, Aras: [10471} Authentication CAV2/CVC2/CVV2/CID No N/A N/A
e tlton somy, | ®28¢ {When: 386359, Kind: 59, Args: (1845, @1} I
—— MRLTSOMEOTE | 01s quhen: 386495, Kind: 13, Args: [72, 3131} Data@ g - s oy
10 2020 456 bundle?Orgld=... | +22: {When: 386496, Kind: 16, Args: [1847, 72, 313, 45, 299,

— ra.fullstory.com/... | ® 231 {When: 387544, Kind: 14, Args: [S
»24: {Wnen: 387638, Kind: 18, Args: (1687, "4"]}
h"'d'ﬂn’g'd‘ » 25 {when: 387639, Kind: 15, Args: [52

»26: {When: 388887, Kind: 14, Args: [49
> 27: {When: 388166, Kind: 18, Args: |1 .
»28: {when: 388167, Kind: 15, Args: [49 FrOI n:

»29: {when: 388328, Kind: 14, Args: [43

United States ¢ Phombwend - : https://www.pcisecuritystandards.org/pdfs/pci_fs_data_storage.pdf

»32: {Kind: 4, When: 388444, Args: [1848, "class®,.]}
»33: {Kind: 4, When: 388444, Args: [1872, "valu
»34: {When: 388567, Kind: 14, Args:
John Doe bundle?Orgld=... | »35: {When: 388678, Kind: 18, Args:

— rafulistory.com/.... | »36: {When: 388671, Kind: 1S, Args:
»37: {When: 389375, Kind: 14, Args:
»38: {When: 389454, Kind: 18, Args:
»39: {When: 389455, Kind: 1S, Args:

Set Card as Defoult

COUNTRY

FIRST NAME LAST NAME

ADDRESS bundle?Orglc
= ra.lullstory.com/.

z = tree bundle?0rgld=. > 48: {When: 389567, Kind: 14, Args: [4g
“ Chat with us — ra.fullstory. »41: {When: 389630, Kind: 18, Args: |1 7, "4111111}
»az2: 2 & -

63 /89 requests 128 ...




What happened?

® 8 A vour wallet | Bonobos x (=]

<« C @ Secure https://bonobos.com/account

liet w| i

&= 4] Elements Console Sources MNetwork Perormance » HE 4

— BONOBOS & ﬂ ® O . || Gupbyframe @ Preservalog || Disable cache

fullstory.com Hide data URLs
£} xR Js €SS Img Media Fort Doc WS Manifest Other

MName ¥ Headers Preview Response Cookies Tingy

A, "lahn Do"]}

o "value", "2017-11-14

™ View:

Bonobos used:

Add New Card Cancel bundle?Orgld=... | =4: {When: 385423, Kind: 18, Arg
— re flstory.comy.,, | ® 51 {When: 385424, Kind: 15, Arg:
»6: {Kind: 4, When: 385442, Args:

NAME (As it appears on your card} F "L'!::I';:z"ﬂc::;_ »7: {When: 385438, Kind: 18, Arg N 7 y74 -
s Com... | b g: {When: 385566, Kind: 18, A —
John Doe bundleTOrgids... | *8: e 385567, Kind: 15, A.r-: <lnput type_ teXt ></lnpu t>

»10: {Kind: 4, When: 385602, Args: [1872, "value", "2017-11-1

— refullstory.com..
»11: {When: 385878, Kind: 9,.}

bundle?Orgld=... | b 12: {When: 385845,
CARD NUMBER — rsfulstorycony... | »131 {whens 388812, (386148, 56, 4B, -8.3125,
- > 14: {When: 386162, : [386192, 48, 48, 0, @, 297 -
A111111111111111 VISA bendleTOm=- | | 51 Mhens 386195, e BOﬂObOS ShOUld have Used

) rs.fullstory.com/..

*16: {When: 386295,

bundle?Orgld=... | »17: {When: 386393,
— rs.fullstory.com/... | = 18; {When; 386394,
MONTH  YEAR cvv 0mic=.. [ Aenent SoRsoy
buncle?Orgld=... | 28: {uhen: 386399,

211 {When: 386493,
10 2020 456 bundle?Orgid=... | »22: {When: 386496,

12, Args: [72, 3131}
24, Args: [1841]}
17, Args: [1847]}
59, Args: [1846, @1}

. hrgst 2, 3130 <input type="text”

16, Args: I'I.OIT 72, 313, 45, 299,

) rsfullstory.com/... | # 23 {When: 387544, 14, Args' t l t - - Y74 >< = t>
el | s s 2 Kin 18, g autocomplete="cc-number inpu
Set Card as Defoult ) s storycony...| 3 et e sdega T :::2
bundle?0rgld=. »27: {When: 388166, 18, Args:
COUNTRY — rstullstory.comy... | ® 282 {When: 388167, 15, Args:
»29: {when: 388328, 14, Args:
United States - buncle?Orgld=... |, 3p; {when: 388422, 18, Args:
— rsfullstory.com’... | p31: {When: 388423, 15, Args:
bundle?Orgld=... | *32: {Kind: 4, When: 388444, Args: [1048, "class",.]}

FIRST NAME LAST NAME

®33: {Kind: 4, When: 3BB444, Args: [1872, "value", "2817-11-1
> 34: {when: 388567, Kind: 14, Args: [

— rs.fullstory.com/

John Doe Bbundle?Ongld= » 35: {when: 388678, Args:
— s fulistory.com/... | » 361 {When: 338671, Args:

| »37: {wnen: 389375, Aras:

ARDRERS » Z"""d::i?f'f:‘: »38: {When: 380454, Args:
3 o »30: {When: 389455, Aras:
bundle?Orgld=... | »48: {When: 389567, Args:

B8 chat with us Ll s fullstory.come : {Wnen: 389638, Args:

(When: 389631,
63 /99 requests | 2 Then, =




Unexpected input types can also cause password leaks

Show password

User Name CI ICked e User Name

—

Password Password

e )
<input type="password”></input> <input type="text”></input>

(automatically redacted with [type="password”] rule) (automatic redaction fails)



Walgreens misses fields during redaction

@ @ i@ Prescription Checkout * Guest
<« C' @& Secure | https://www.walgreens.com/pharmacy/presc ut_new
(@) Pick Up in Store () shipto Home

Notes to Pharmacy staff

gMn Walgreens Pharmacy
Choose a Store

@.9. Please add bubble gum flavoring to the
Enter ZIP code, city and state, armoxiciilin

address or intersection

: 300 characters remaining
Find a store - 4

Review Your Rx

- ZOLOFT 100MG TABLETS
DoctorLastiName » Qty: 10'= | John Dos © Remove

Submit request

« Add more presc

Walgreens makes thorough use of redaction



Walgreens misses fields during redaction

L] @ @ Prescription Checkout

Guest

But prescription
information is missed!

< C' @ Secure | https://www.walgreens.com/pharmacy/prescriptioncheckout_new.jsp
. Pick Up in Store Ship to Home
.m. Walgreens Pharmacy Notes to Pharmacy staff
Choose a Store
e.g. Please add bubble gum flavoring to the
Enter ZIP code, city and state,
address or intersection
Find acter
Review Your Rx
= ZOLOFT 100MG TABLETS 4*
DoctorLastName » Qty: 10« | John Doa © Remove

« Add more prescriptions ‘ ‘ ‘

Submit request

(the user’s full name
included was not

Walgreens makes thorough use of redaction

redacted on the previous
page)



Recording redactions miss sensitive data

® @ @ veify Online | Registration | ' %

“Walgreens does not retain this data and

& C @ Secure | https://www.walgreens.com/pharmacy/register/auth

You'ra just a few minulas away from having full access to your pharmacy
recards. Your answers are used only o verify your identity, Wal

not retain this data and cannot access or view your answers. W Ca n not access O r VieW you r a n Swe rS . ?

1. Which of the following CITIES have you PREVIOUSLY
OR CURRENTLY used as your address?

NEW YORK

LOS ANGELES

CHICAGO

HOUSTON

NONE OF THE ABOVE

2. Which of the following STREETS have you PREVIOUSLY
or CURRENTLY used as your address?

ADAMS AVE

WASHINGTON AVE




Recording redactions miss sensitive data

® @ @ veify Online | Registration | ' %

“Walgreens does not retain this data and

i C @ Secure | https://www.walgreens.com/pharmacy/register/authenticatior

You'ra just a few minulas away from having full access to your pharmacy
recards. Your answers are used only to verify your identity. Walgreens fees

SIS T == | cannot access or view your answers.”

1. Which of the following CI S have you PREVIOUSLY
OR CURRENTLY used as ypur address?

NEW YORK

Although selection inputs redacted, mouse trace is still recorded.



Gradescope | Review Grades - Mozilla Firefox

4l Gradescope | Review Gr % | +

€& — | O W & https://gradescope.com/courses/13530/ass ey G & | Q search N ® @ a 5

1]
b

Review Grades for
Homework1Assignment

MINIMUM MEDIAN

2.5 2.75

& 2 Students

Jh gradescope

® REGRADE REQUESTS OPEN @ GRADES NOT PUBLISHED

MAXIMUM MEA STD DEV

3.0 2.75 0.35

“ NAME % EMAIL
Gunes Acar gunes@princeton.edu
Steven Englehardt ste@princeton.edu

Q
$ SCORE/3.0 « GRADED? « VIEWED? % TIME (EST)
25 v L Dec 20 7:21pm
3.0 v _ Dec 20 5:06pm

& Export Evaluations & Export Submissions Publish Grades »

Gradescope recordings included:

Student name
Student emails
Student grades

Professor comments



FullStory forbids PII sharing?

1.3 “Sensitive Data” means any information that: (a) requires a high degree of

protection by law and where loss or unauthorized disclosure would require
notification by Customer to government agencies, individuals or law enforcement,
(b) any information that, if made public, could expose individuals to a risk of
physical harm, fraud, or identity theft. Sensitive Data includes, but is not limited
to, social security numbers or other government-issued identification numbers,

financial account numbers, credit card or debit card numbers, CVVs, credit report

information or other personal financial information, health or medical information

or other information that is subject to international, federal, state, or local laws or

ordinances now or hereafter enacted regarding data protection or privacy,
including, but not limited to, the Health Insurance Portability and Accountability
Act, the Health Information Technology for Economic and Clinical Health Act, the
Fair Credit Reporting Act, the Children’s Online Privacy Protection Act and the
Gramm-Leach-Bliley Act

First party restricted from
sharing sensitive data:

“Customer agrees that it will not
provide any Sensitive Data to
FullStory.”

https://www.fullstory.com/legal/terms-and-conditions/



Session recordings are widespread

e 14+ analytics company offer recording services

o Present on 99,174 of the top 1 million sites

e Evidence of recording on 7,918 sites.

o Likely a lower bound as recording scripts sample users

Session recording present on ~1 - 10% of the top 1 million sites. We found
several severe Pll leaks after manually reviewing ~30 sites.

— How many more leaks are out there?




Recording companies don’t always handle data well

Recordings on HTTPS pages played back over HTTP

e At time of measurement: Yandex, Smartlook, and Hotjar were doing this.

e Smartlook has since fixed this

A Not secure example.com

Password length leaked in recording
e At time of measurement: Smartlook and UserReplay were doing this.
e Smartlook has since fixed this

Secret_password _, Kk kkkkkkhkkhk kK kK Whlle abcl23 o, **xx*xx*




Takeaways

1. Recordings contain sensitive information

2. Redaction is difficult and brittle.

Example rule:
form[name=\"financialInfoForm\"]>table:last-child>tbody>tr>td>table:first

-child>tbody>tr>td>table>tbody>tr>td>table>tbody>tr>td>table>tbody>tr:nth
-child (3)

3. Are users comfortable being watched?

Smartlook User Guide Needing tO aSk “IS

Legal questions Data security & legal info — this legal?” should
Data security & legal info glve yOU pause
GDPR Is recording visitors legal?

Opt out of Smartlook

Yes. Tracking behavior and movement of your visitors using Smartlook is legal, just like using
Technical info Google Analytics or other services for tracking visitors on your website.




Thank you!

Blog post series:

No boundaries: EXxfiltration of personal data by session- replay scripts

No boundaries for user identities: Web trackers exploit browser login managers
— https://freedom-to-tinker.com/2017/12/27/no-boundaries-for-user-identities-web-trackers-exploit-browser-login-managers/

Website operators are in the dark about privacy violations by third-party scripts
— https://freedom-to-tinker.com/2018/01/12/website-operators-are-in-the-dark-about-privacy-violations-by-third-party-scripts/

Image assets from the Noun Project: recording by Guru, browser windows by DTDesign, HTML File by
Burak Kucukparmaksiz, mouse click by Tomas Knopp, Keyboard by Arthur Shlain



https://freedom-to-tinker.com/2017/11/15/no-boundaries-exfiltration-of-personal-data-by-session-replay-scripts/
https://freedom-to-tinker.com/2017/12/27/no-boundaries-for-user-identities-web-trackers-exploit-browser-login-managers/
https://freedom-to-tinker.com/2018/01/12/website-operators-are-in-the-dark-about-privacy-violations-by-third-party-scripts/

