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Session Recording

No boundaries series: Privacy vulnerabilities arising 
from directly embedded third parties

Autofill abuse

More to come!

“No boundaries: Exfiltration of personal data by session-replay scripts” (freedom-to-tinker.com)
“No boundaries for user identities: Web trackers exploit browser login managers” (freedom-to-tinker.com)



What are session recording scripts?

● Session recording scripts create a “video” of 
all of a user’s actions on a site.

● Publishers can later review the videos.



Why use session recording scripts?

Answer questions like:

● Who are my most valuable customers?

● Who added items to the cart but didn’t convert?

● Where do users leave the onboarding flow?

● Where are users frustrated?



More than just site optimization: Jornaya (LeadID) uses 
recordings to “prove consent” for data collection



The problem: recordings require a ton of data

Full page source and text

Mouse movements & clicks

Keypresses



Live website Publisher Dashboard

Demo video: https://youtu.be/mh_NpUu0LS4

The problem: pages contain a ton of sensitive data



Scripts have automated redaction...



Scripts have automated redaction...



Scripts also support manual redaction



Session recording scripts are (too) easy to integrate

A timer counting how long it 
takes you to embed their code.

Smartlook.com



How can things go wrong?

We found session recordings containing:

● Health data (Walgreens)

● Student data (Gradescope)

● Credit Card data (Bonobos)

● Purchase data (Lenovos)

in a relatively small manual review of sites.



Recording redactions miss sensitive data



Recording includes CVV field → Not PCI compliant?

From: 
https://www.pcisecuritystandards.org/pdfs/pci_fs_data_storage.pdf



What happened?

Bonobos used:

<input type=”text”></input>

Bonobos should have used:

<input type=”text” 
autocomplete=”cc-number”></input>



Unexpected input types can also cause password leaks

<input type=”password”></input> <input type=”text”></input>

(automatically redacted with [type=”password”] rule) (automatic redaction fails)

Demo from: https://codepen.io/geoffreyrose/pen/HKDkB

Show password
clicked...



Walgreens misses fields during redaction

Walgreens makes thorough use of redaction



Walgreens misses fields during redaction

Walgreens makes thorough use of redaction

But prescription 
information is missed!

(the user’s full name 
included was not 
redacted on the previous 
page)



Recording redactions miss sensitive data

“Walgreens does not retain this data and 

cannot access or view your answers.”



Recording redactions miss sensitive data

“Walgreens does not retain this data and 

cannot access or view your answers.”

Although selection inputs redacted, mouse trace is still recorded.



Gradescope recordings included:

● Student name

● Student emails

● Student grades

● Professor comments



FullStory forbids PII sharing?

https://www.fullstory.com/legal/terms-and-conditions/

First party restricted from 
sharing sensitive data:

“Customer agrees that it will not 
provide any Sensitive Data to 
FullStory.”



Session recordings are widespread
● 14+ analytics company offer recording services

○ Present on 99,174 of the top 1 million sites

● Evidence of recording on 7,918 sites.

○ Likely a lower bound as recording scripts sample users

Session recording present on ~1 - 10% of the top 1 million sites. We found 

several severe PII leaks after manually reviewing ~30 sites.

→ How many more leaks are out there?



Recording companies don’t always handle data well

Recordings on HTTPS pages played back over HTTP
● At time of measurement: Yandex, Smartlook, and Hotjar were doing this.

● Smartlook has since fixed this

secret_password → ***************   while    abc123 → ******

Password length leaked in recording
● At time of measurement: Smartlook and UserReplay were doing this.

● Smartlook has since fixed this



Takeaways

1. Recordings contain sensitive information

2. Redaction is difficult and brittle.

3. Are users comfortable being watched?

Example rule: 
form[name=\"financialInfoForm\"]>table:last-child>tbody>tr>td>table:first
-child>tbody>tr>td>table>tbody>tr>td>table>tbody>tr>td>table>tbody>tr:nth
-child(3)

Needing to ask “Is 
this legal?” should 
give you pause.



Image assets from the Noun Project: recording by Guru, browser windows by DTDesign, HTML File by 
Burak Kucukparmaksiz, mouse click by Tomas Knopp, Keyboard by Arthur Shlain

No boundaries: Exfiltration of personal data by session-replay scripts
→ https://freedom-to-tinker.com/2017/11/15/no-boundaries-exfiltration-of-personal-data-by-session-replay-scripts/

No boundaries for user identities: Web trackers exploit browser login managers
→ https://freedom-to-tinker.com/2017/12/27/no-boundaries-for-user-identities-web-trackers-exploit-browser-login-managers/ 

Website operators are in the dark about privacy violations by third-party scripts
→ https://freedom-to-tinker.com/2018/01/12/website-operators-are-in-the-dark-about-privacy-violations-by-third-party-scripts/ 

Blog post series:

Thank you!

https://freedom-to-tinker.com/2017/11/15/no-boundaries-exfiltration-of-personal-data-by-session-replay-scripts/
https://freedom-to-tinker.com/2017/12/27/no-boundaries-for-user-identities-web-trackers-exploit-browser-login-managers/
https://freedom-to-tinker.com/2018/01/12/website-operators-are-in-the-dark-about-privacy-violations-by-third-party-scripts/

